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Goodbye Google And Welcome 
To The Secure Stores 


o NFO: 


The American company Google dominates the Android sys- 
tem market, as most Android devices contain Google services 
by default in the operating system, and once you register with 
an account in Google services; The privacy of users is at stake 
as Google provides distinct services to users for free, but the 
tax for the use of those services is the information and privacy 
of users. Therefore, it is necessary to avoid registering for 
Google services and rely on open source and safe alternatives 
in installing the required applications as shown in this guide 
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is an independent foundation aims to 
raise Security awareness among Muslims 
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First F-Droid Application 


F-Droid is a community-maintained software repository for Android, similar to the Google 
Play store. The main repository, hosted by the project, contains only free and open source 
apps. Applications can be browsed, downloaded and installed from the F-Droid website or 
client app without the need to register for an account. 


e Download and install f-droid app 


Download 


N | Electronic Horizons Foundation | a Horizons@draugr.de | O SR444TAW 
aat ese 


3 | Goodbye Google And Welcome To The Secure Stores 
e Pull down to refresh the app repo 


e Click on "settings" 
e Click on "Repositories" 


My Apps 


Manage installed apps 


Repositories 
Add additional so f apps 


Updates 


Over Wi-Fi 
Always use this connection when available 


Over data 
Only use this connection when | click to download 


$F 


Automatically fetch updates 


Updates are downloaded automatically and you q @ 
are notified to install them 


Automatic update interval 
Check for updates every 4 hours 


bt ë ë ë= cp £4 Øj 
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e Activate the guardian project repo 


€& Repositories 


F-Droid Archive D 
F-Droid E o) 


Guardian Project Archive D 


Guardian Project D @ 
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e Change Automatic update interval to Check for updates every 4 
hours 


Over Wi-Fi | 


Always use this connection when available 


Over data 
Only use this connection when | click to download 


=. 


Automatically fetch updates 


Updates are downloaded automatically and you E o) 
are notified to install them 


Automatic update interval 
Check for updates every 4 hours 


e 


Show available updates @ | 
Show a notification when updates are available 


Display 


Theme 
_ Light | 
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e Disable ‘Prompt to send crash reports" 


Prompt to send crash reports 


Gather data about crashes and ask to send DP 8 | 


to the developer 


Prevent screenshots 


Blocks screenshots from being taken and hides D 
app content from recent apps screen 


Hide with search button Dp 
Long pressing the search button will hide the app í 


Panic button settings 
Actions to be taken in case of emergency 


Other 


_ Keep cached apps 
) 1 Day 


- Expert mode > 
7 Show extra info and enable extra settings 
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e Then you can install apps directly from f-droid or search for one 
through the search icon below 
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Note : you can update installed apps through updates section 


See ee ef SS SS 


KaffeePott KaffeePott Calculate train mental 
makes it easy for you to calculation 

find cafés. 
AlwaysOn | Always TubeLab 

On Display Android E TubeLab est © 
app which adds an une application 


always on display. .. Peertube pour le.. 


A.L 


Simple Dialer - Manage your phone calls easily 
A handy phone call manager with phonebook, ... 


YP 


w 


tbridge EteSync - Secure Data 
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Second: Aurora Store 


The Aurora Store is an application that allows installing Android applications from the 
Google Play Store, but without installing Google services, and without using a Google ac- 
count, which gives you a degree of privacy. 
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e open f-droid app and search for Aurora Store 


= a =q 


a simple and lightweight app for listening to p... 


MD 


NLWeer Dutch weather and Nextcloud Dev 


rain radar app Synchronization client 
Trackbook - Noice: Ad-free se. 
Movement indefinite we 
Recorder Record background “See 
your movement noises Relax, im... 
Transistor - Simple Radio App Listen to radio 

streams =j 
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e Press on "INSTALL" 


Aurora Store 
by Rahul Kumar Patel 


Updated 1 month ago 


This Aurora Store is a complete rewrite, replacing Aurora 
Store. 


A Google Playstore Client 


Aurora Store is an alternate to Google's Play Store, with 
an elegant design, using Aurora you can download apps, 


A This app has features you may not like. 


MORE 
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e Open Aurora Store app and press on "Next" 


wf AX 
Gp GED 
Welcome 


Changelog : v3.2.9 
* Bug Fixes and Improvements 
* Updated Translations 


Changelog : v3.2.8 
* Bug Fixes and Improvements 
* Updated Translations 


Changelog : v3.2.7 
* Fixed api building when session 
expires 


Changelog : v3.2.6 
* Bug Fixes and Improvements 


Changelog : v3.2.5 


* Fixed auto install issues for bulk 
updates 


* Fixed no-network issues for Anbox 
setups 


* Various other bug fixes and 
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e Press on "Ask" 


v 


Permissions 


Aurora Store uses following permissions 


im Access mock location 
Have full network access | 
install packages | 
Read logs | 
Request delete packages 
Request install packages 
Run at startup 
Run foreground service 
View Wi-Fi connections 
View network connections 


CJ- Modify or delete the contents of your SD card 
Read the contents of your SD card 


Nyt - 
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e Press on "Allow" 


oe Allow Aurora Store to 
access photos, media, 
and files on your 


device? 
Deny Do 


We Electronic Horizons Foundation | Q Horizons@draugr.de | O SR444TAW 
aul 


15 | Goodbye Google And Welcome To The Secure Stores 


e Press on "Anonymous" 


Accounts 


Please login to continue 


Using Aurora Store with your own Google 
account may cause your account to be 
blacklisted or deactivated, as Aurora 
Store violates Google's Terms of Service 
3.3, use at your own risk. You can opt to 
go anonymous and use a throwaway account 
to login to Aurora Store 


D 


ANONYMOUS GOOGLE y. 
p”. 
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e Then you can install the apps available on google play directly from 
Aurora Store 


= Search apps & games Q jy 
op apps More 

Ô J si Kleinanzeige 
verdrop - Hy.. TikTok QR & Barcode... eBay Kleina 
1.5 MB 63.4 MB 3.3 MB 18.0 MB 


orona-Warn-.. PayPal Mobil.. WhatsApp M... REFACE: faq 


DEAA 3 ZAA Season Oe AAR 
Pie M f ne | MB 30 ne) MB ] 4 (5) MB 


op games More 


‘ube Surfer! Tie Dye Scribble Rider Good Slice 


yA 2 sf E eat -> wie) fe on 
2.4 M8 102.6 MB 130.3 MB 65.8 MB 
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e Press on "Install" to install the required app to your phone 


€ vE 
Element (previously Riot.im) 
im.vectorapp 
Vector Creations Limited 
1,0.4.40100041 

Free No ads Communication USK: Ages 184 


Secure decentralised chat & VoIP. Keep your data 
safe from third parties. 


Read more 
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Horizons 


Electronic Horizons Foundation 
is an independent foundation aims to 
raise Security awareness among Muslims 


© 


Contact us on threema or XMPP to get our 
Technical Support account on telegram 


Horizons@draugr.de 
D 
SR444TAW 


All Rights Reserved © Electronic Horizons Foundation, We don't allow copying 


any materials the foundation presents without mentioning the original source 
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